




Trust Issues: 
How Gen Z Attackers 

Hack Without Exploits



If you were the attacker, how would you 
exploit your own organization’s trust?



The attacker playbook

hacking trust







Who are Gen Z 

Attackers?



Young

Creative

Untrained

Curious

Hacking from 

their bedroom

gamers

lazy



Low 
Effort

High 
Impact



Hacking 

humans 

is easier













speak

their 

language







TA
Victim







Would

you 

fall for it?





Native sharing

All good





Spot the difference





Borrow 

their 

tools



Network
Discovery

Files
Transfer

Application 
Deployment

Registry
Editor

Unattended 
Remote 
Access

Execute 
Scripts & 
Commands

It’s 
already 
there

Looks like 
benign 
activity

Includes 
all you 
need







Why 

Traditional 

Defenses 

Fail Against 

Gen-Z 

Attackers?



EDR? 

Cute







Field Guide 

Afterword 

 The defender

edition



Rethinking 
trust 

boundaries 

User 
Awareness 

Behavioral 
Detection

Patch 
People

Patch 
Processes

Patch 
Assumptions



Gen Z attackers 

show us it s not about exploits 

it s about credibility.



If you were the attacker, how would you 
exploit your own organization’s trust?



Thank you !

Tom Barnea LinkedIn
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